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Brian Riviere 

L2/L3 Infrastructure & Security Consultant 

Microsoft Cloud | Identity | Network 

+352 20 3333 2045 | briviere@mixvoip.com 

 

 PROFILE 

 

 L2/L3 infrastructure and security consultant with hands-on experience across Microsoft identity, endpoint security, 

network/firewall modernization, virtualization, cloud infrastructure and operational tooling. Experienced in audit and pentest 

remediation, privilege reduction, GPO/baseline standardization, Conditional Access, Intune/Defender rollout, patching and 

post-compromise hardening. 

 

 TECHNICAL FOCUS 

 

Identity & access 

AD DS, Entra ID, JIT privilege, MFA, 

Conditional Access, Global Secure Access, 

GPO. 

Endpoint & exposure 

Intune, Autopilot, Defender, compliance/security 

policies, vulnerability management, patching. 

Operations L2/L3 

Audit remediation, scripting, runbooks, 

SOC/CISO coordination, incident recovery, 

customer ownership. 

 

 CORE SKILLS 

 

Microsoft & identity 
Active Directory, Entra ID, Microsoft 365, Intune/Endpoint, Defender, Azure administration and 

architecture. 

Hardening & security GPO/baselines, least privilege, JIT access, MFA/Conditional Access, ZTNA, vulnerability management. 

Infrastructure 
Windows Server, NPS, PKI, VMware, Proxmox, Azure Virtual Desktop, Bicep/Terraform, Veeam Cloud 

Connect. 

Network & security Sophos, Fortinet, centralized switching, WAF, site-to-site Azure tunnels, Wazuh SIEM, Zabbix monitoring. 

Automation & tooling 
PowerShell, Intune Remediations, RMM scripting, GLPI custom development, AI-assisted ticket 

workflows. 

 

 CERTIFICATIONS 

 

Certification Validity Link / ID 

Microsoft Certified: Azure Solutions Architect Expert June 2025 - June 2027 Verify | C36F40C684D2AF56 

Sophos Certified Engineer Nov. 2024 - Nov. 2026 Sophos certificate 

Microsoft 365 Certified: Endpoint Administrator Associate June 2024 - June 2027 Verify | DC3DA3EA3512621E 

Microsoft Certified: Azure Administrator Associate May 2024 - May 2027 Verify | 5D068B08B6EB90AB 

 

 PROFESSIONAL EXPERIENCE 

 

L2/L3 IT Consultant - Infrastructure & Security | Mixvoip SA 

July 2020 - present | Steinsel, Luxembourg 

Ownership of complex customer environments and internal infrastructure initiatives, covering Microsoft identity, endpoint management, security 

operations, network/firewall architecture, virtualization, backup, monitoring and automation. 

• Managed a strategic customer environment with annual audits, pentest finding remediation, infrastructure operations, application/OS security 

patching and migration of the customer site into a VMware datacenter. 

• Implemented Microsoft security controls: Conditional Access, Global Secure Access for ZTNA, Just-in-Time privileges for on-premises access 

and cloud roles, Intune, Defender, automatic device enrollment, compliance/security policies and Intune application deployment. 

• Operated Defender for Cloud Apps and Defender Vulnerability Management, Azure Update Manager, Endpoint Central and ServiceDesk Plus; 

coordinated remediation with SOC and CISO stakeholders. 

• Migrated large multi-site network infrastructure to centralized multi-site management with Sophos firewalls; managed Fortinet firewalls, 

centralized switching and centralized WAF for sensitive services. 

• Designed and deployed Azure infrastructure with tunnels to customer sites, Azure Virtual Desktop environments and automated Azure 

deployments using Bicep and Terraform. 

• Maintained Windows infrastructure components including Active Directory, NPS and PKI; performed infrastructure analysis and post-compromise 

signal review to recommend containment and hardening measures. 

• Delivered emergency restores in Mixvoip datacenters for customers affected by disasters and maintained Veeam Cloud Connect services. 

• Built and maintained monitoring/security platforms: Wazuh SIEM for Mixvoip, Zabbix servers, Zabbix proxy networks and centralized network 

monitoring. 

• Migrated internal Mixvoip virtualization infrastructure from VMware to Proxmox and contributed to broader infrastructure modernization. 

https://learn.microsoft.com/en-us/users/brianriviere-2042/credentials/c36f40c684d2af56?ref=https%3A%2F%2Fwww.linkedin.com%2F
https://learn.microsoft.com/api/credentials/share/en-us/BrianRiviere-2042/DC3DA3EA3512621E?sharingId
https://learn.microsoft.com/en-us/users/brianriviere-2042/credentials/5d068b08b6eb90ab?ref=https%3A%2F%2Fwww.linkedin.com%2F
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• Managed workstations and scripting through RMM tooling; created custom Intune Remediation scripts for installation, configuration and patching 

tasks. 

• Developed custom GLPI modules for Entra ID application traceability/audit, Entra user management, license synchronization, contract 

management and AI-assisted ticket drafting/handling. 

• Deployed a full customer workstation fleet managed through Intune Autopilot with Entra ID joined devices. 

EARLIER EXPERIENCE 

Developer / Application Infrastructure | Mixvoip SA 

May 2019 - August 2020 | Steinsel, Luxembourg 

• Developed and maintained web projects and internal tools, including signatures and application components. 

• Built dedicated infrastructure based on Docker; migrated and maintained legacy infrastructure. 

• Delivered corrective and evolutionary maintenance for existing projects. 

Web Developer | Piranha et Petits Poissons Rouges 

Sept. 2018 - Apr. 2019 | Strassen, Luxembourg 

• Web development and application maintenance in a project delivery context. 

• Contributed to deliveries, fixes and functional enhancements. 

IT Technician | Baxter International Inc. 
Feb. 2017 - Apr. 2017 | Lessines, Belgium 

• Provided L1 support to end users. 

• Participated in a thin client deployment project. 

• Prepared equipment, provided on-site assistance and resolved proximity support incidents. 

 EDUCATION & LANGUAGES 

 

Education CESS / High School Diploma - Institut Technique Libre, 2017. 

Languages French: native. English: professional working proficiency. 

 


